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? what new discoveries from the James Webb Space Telescope can | tell my 9 year old about?

Your 9-year old might like these recent discoveries made by The James Webb Space Telescope (JWST):

* In 2023, The JWST spotted a number of galaxies nicknamed “green peas.” They were given this
name because they are small, round, and green, like peas.

* The telescope captured images of galaxies that are over 13 billion years old. This means that
the light from these galaxies has been traveling for over 13 billion years to reach us.

+ JWST took the very first pictures of a planet outside of our own solar system. These distant
worlds are called “exoplanets.” EX0 means Trrom outsiae
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Library: NET{v4.0.30319){-]

Compiler: VB.NET(-)[-]
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MALICIOUS SUSPICIOUS
AGENTTESLA detected by memory dumps Reads Internet Settings

Steals credentials from Web Browsers Reads settings of System Certificates

BRYARAZREHGHAEREINTLETUENSSERFAMINNER - EPEEARARNES
% E1E (MMthunderbird - incredimail ~ MS Outlook %) - &l @ R2SAY/FEE (M0 WinSCP -

FileZilla )A18IE 2= Fri#FH9E A Z W5 (M Firefox ~ Chrome %) -

Toen 0 Ve M rmames (v S ey sonee

T N e v P VT v a—" e o)

T N R e T OO ey

ETHAEE - AgentTesla iEiB Telegram API i BRI EEZEEER Telegram 1RSE -

BEERRBRREG2022F5NFE

$178

w“

I
v



Tk TN

T
EBRZBEMES 2022 FOFE @ 1111 (L seamp

NSEH N HKCERT

FRZiEE
AgentTesla HEGT—EEBREZUEEEMMEFZERAFRM - MALECSLHIIRSEZE
R4 - ELEHKCERT #:ZRB 5 .

1. BERGZE - REGERPBPERERREMIRE ;

2. YI71tPE.BEYABBtEE - HEREHR ;

3. FAREMAMNKEGREEZ ZIRFTEESHESHRERAR ;

4, BENXHEIERURHIERBERE - LAERRAIARERETIERN Microsoft

Office XH1EPMES :
a. HITHEMEITER : .exe, .vbs, js, .bat, msi, .ps, pscl, .cmd, .wsf, jar, .reg¥
b. Microsoft Office X fHteIE £ B S EAMAHEERY Office X ( fi
M .doc/.docm ~ xls/.xlsm - .ppt/.pptm ) - BERAFEERREZHRE - ZIEE
BMITEMESE
RAETUERFEAZBEEERREERNE - LIRS EHRERAES ;

6. AFEZERREERMIEEEEEAETE  MIFEASEEERE ; R

FHE N O] 2BIHKCERTIRZ 1H #
https://www.hkcert.org/tc/blog/analysing-agenttesla-spyware

RPTILIERE "SESMRE. (MFA ) IRIRSKRIRE -

i

BEERRBRREG2022F5NFE F18H


https://www.hkcert.org/tc/blog/analysing-agenttesla-spyware

BERBERZSHHAPIL
55 : 8105 6060
ZEH : hkcert@hkcert.org



